
A GUIDE TO 

CYBERBULLYING

THINK BEFORE 

YOU POST



WHAT IS BULLYING?

Bullying is repeated aggression, verbal, 

psychological or physical conduct by an 

individual or a group against others.

Bullying is always wrong and is 

unacceptable behaviour which should 

never be overlooked or ignored.



WHAT IS CYBERBULLYING?

Cyberbullying refers to bullying which is carried out using the 
internet, mobile phone or other technological devices.

Cyberbullying takes a psychological rather than physical form 
but is often part of a wider pattern of ‘traditional’ bullying.

It can take the form of sending nasty or threatening 
messages, emails or photos; silent phone calls, posting 
nasty comments or photos; or accessing someone’s 
account to get them into trouble.



ADVICE IF BEING BULLIED

Don’t Reply to messages that harass or annoy you. This is 
exactly what the sender wants. 

Keep the Message. Keep a record that outlines the details 
and dates of any bullying that you experience.

Tell Someone you trust. This is the first step in dealing with 
the issue.

Block the Sender. You don’t have to put up with someone 
harassing you. 

Report Problems to people who can do something about it. 
Report any offensive content if you come across it.



SOCIAL NETWORKING SITES

Social Networking sites allow you to operate in three 
separate ways.

Identity. You can create your own profile, which is your 
public face online. Your profile page carries information 
about yourself that you want others to see.

Communication. You can send messages, photos or leave 
comments on someone else’s profile. You can also take 
part in discussion groups.

Share. You can publish information about yourself, your 
hobbies and interests. Other people can read your 
information and decide if they wish to ‘add’ you as a 
friend.



TIPS TO STAY SAFE ONLINE
Your profile is your public face. This is how others will see 

you, be careful of the type of image you wish to create 
for yourself.

Always keep profiles private. If your profile is public, 
anyone online can look at your information. Guard your 
personal information online.

Is this information necessary? Does the world really need 
to know this piece of personal information about me? 

Not enough to delete information. The information may 
have been copied or downloaded before you deleted it.

You lose control of photographs. Once they are posted 
online, photos can be copied and later altered and 
placed on different websites.



CAREFUL WITH FRIENDS

Friend is just a term used by social networking sites to 

describe a contact.

Only accept your ‘real world’ friends as online friends

Strangers online should be treated with caution. Adults can 

lie about their age, interests and what their real motives 

are in order to win your trust.

Contacts with strangers may begin innocently, but may lead 

to dangerous situations.

Never agree to meet with someone that you have met 

online.



DIGITAL FINGERPRINTS

BEHAVIOUR ONLINE IS NOT ANONYMOUS.
Every computer has an IP Address, this can be used to 

trace any comment, post or email sent via the internet.

The information which you have uploaded to the internet is 

NOT PRIVATE. You have placed it on a public forum.

Service providers have to keep their records for 5 YEARS.

This can be accessed by the Gardai if we are investigating 

a criminal offence.



DELETING HISTORY

When you delete a message or text from your mobile 
phone, it only deletes the item from the front pages of 
the phone’s memory. 

The deep memory of the phone still stores the message or 
image. Gardai have a PHONE XRAY machine which will 
restore these images if necessary.

The same applies to your computer. History is only deleted 
from the front pages of the computer, but deeper 
searches can be carried out to restore history which you 
may think you have deleted.



INFORMATION NEVER DIES

The information which you upload on to the internet will 
remain there forever, it can not be taken off.

Be careful what personal details you allow others access 
to, in years to come, it may embarrass you, or may be 
used against you in some way.

Future employers or colleges will search for your details on 
Facebook, Bebo, etc. Remember, you have placed this 
information on the network voluntarily, so if embarrassing 
details are present, a deep search will highlight them.



USEFUL WEBSITES

www.internetsafety.ie

www.webwise.ie

www.watchyourspace.ie

www.hotline.ie

www.childline.ie

www.barnardos.ie

http://www.internetsafety.ie/
http://www.webwise.ie/
http://www.watchyourspace.ie/
http://www.hotline.ie/
http://www.childline.ie/
http://www.barnardos.ie/


QUESTIONS?


